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"[E]vents on the Net occur everywhere but nowhere in particular."I
The purpose of limiting jurisdiction is to ensure that a forum state
has a legitimate interest in the defendant so that, when it enforces that
interest, it does not violate the defendant's due process rights.
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Determining whether jurisdiction exists depends in large measure on the
ability to define the geographic borders of the forum state and the
geographic scope of the defendant's conduct. It is therefore difficult to
conceive of how to establish jurisdiction if there are no geographic
borders. However, this is precisely what courts have been attempting to
do since the onset of Internet-based activity. The result, an amalgam of
old and new standards, has created confusion and uncertainty.
Unlike individual activity in the physical world, which is inherently
limited, activity on the Internet is, by default, geographically limitless.
For example, a website created by a small dog grooming business in
Phoenix, Arizona is instantly accessible in Pawtucket, Rhode Island.
Thus, courts are challenged by a minimum contacts standard of
jurisdiction when an isolated action on the Internet can simultaneously
contact every forum in the United States. On the Internet, should the
requirement be that a defendant do "something more" to reach the
forum? Or, should the presumption be reversed, requiring a defendant to
do "something more" to avoid suit in a particular forum?
In developing the current Internet jurisdiction analysis, courts have
generally presumed that conduct on the Internet reaches everywhere.
While that was true in the past, an increasingly viable technology
challenges this presumption. This technology, referred to here as
"geolocation," assigns geographic borders to Internet users and their
conduct. By using geolocation, a person can now structure his Internet
activity to either avoid or target specific jurisdictions. Consequently,
courts should consider the use of geolocation technology as a factor
affecting whether jurisdiction is appropriate. Geolocation can serve as
the "something more" courts have been searching for that limits the
scope of Internet activity. Conversely, a failure to employ geolocation
could serve as evidence of the intent to have one's Internet activity, and
potential liability, reach as far as the Internet itself.
This Article proposes a standard for Internet jurisdiction that
recognizes the geographic borders now possible for Internet conduct.
Purposeful availment analysis should look to an Internet user's ability to
target or avoid a forum by using geolocation to ascertain his true intent.
To reach this conclusion, I will first examine the current state of Internet
jurisdiction analysis by summarizing the traditional minimum contacts
analysis, examining the competing standards for Internet jurisdiction,
and contemplating how the law could change as a result of a case
currently before the U.S. Supreme Court. Thereafter, I will contrast the
U.S. Internet jurisdiction analysis to the international approach. I will
then define geolocation and examine different geolocation technologies,
as well as their performance and limitations. Finally, I will discuss how
the purposeful availment doctrine can incorporate geolocation to create
a more logical, due process-oriented approach to Internet jurisdiction
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analysis.

I. THE CURRENT

STATE OF INTERNET JURISDICTION ANALYSIS

The U.S. Supreme Court generally employs a "minimum contacts"
analysis to establish personal jurisdiction. Although this analysis has
been subject to some variations in the past, the onset of Internet
jurisdiction cases has created significant confusion and inconsistency
among lower courts. In this section, I will provide a historical
framework for jurisdiction analysis beyond the context of the Internet. I
will examine the varying approaches developed by lower courts in the
face of the challenges posed by Internet jurisdiction. Through an
analysis of a case currently before the Supreme Court, I will examine
the potential for change in jurisdiction analysis with regard to the
Internet. Finally, I will examine the international approach to Internet
jurisdiction as a contrast to the trend in this country.
A. Where We Were: Minimum Contacts andPurposefulAvailment
The foundation of the modem personal jurisdiction doctrine is the
minimum contacts analysis. Specifically, minimum contacts requires
that a defendant's "contacts, ties or relations" with the forum state be
such that he has purposely availed himself of the forum's privileges and
benefits.3 Requiring a defendant to have minimum contacts with the
forum attempts to preserve due process: it addresses dual concerns of
assuring fairness to defendants, while considering the state's interest in
*
citizens. 4
providing a -forum for its
Variations of this basic analysis have developed in response to
specific situations. As a long time opponent of purposeful availment,
Professor Redish has noted that it is not always clear what the
"principled basis" is for the development of these additional standards.s
One such variation is the "express aiming" requirement developed to
apply to cases of intentional torts. In Calder v. Jones, the Court found
that California had jurisdiction over a Florida defendant because he
wrote an article whose content was "expressly aimed at California." 6 in
an express aiming analysis, a defendant's conduct supports jurisdiction
2. See Int'l Shoe Co. v. Wash., 326 U.S. 310, 316 (1945).
3. Id. at 319; see also World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286, 297
(1980).
4. World-Wide Volkswagen, 444 U.S. at 297.
5. Martin H. Redish, Of New Wine and Old Bottles: PersonalJurisdiction,the Internet,
and Nature of ConstitutionalEvolution, 38 JURIMETIuCS J. 575, 584 (1998).
6. Calder v. Jones, 465 U.S. 783, 789 (1984).
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where he has directed his action to the forum and knowingly caused
harm there.7
Another variation is the "stream of commerce" theory. The
application of this theory is unclear and is set to be tested again in a
pending Supreme Court case to be discussed later in this Article. In
World-Wide Volkswagen, the Supreme Court stated that a forum state
may assert "jurisdiction over a corporation that delivers its products into
the stream of commerce with the ex Rectation that they will be purchased
by consumers in the forum [s]tate." However, in Asahi Metal Industry
Co. v. Superior Court, a plurality of the Court rejected the established
stream of commerce theory in favor of a heightened requirement. 9 The
plaintiff in Asahi brought a products liability claim alleging that his
motorcycle tire and component parts were defective, thereby causing his
motorcycle accident in California.10 The defendant, a Taiwanese
manufacturer of the tire tube, filed a cross-complaint seeking, in part,
indemnification from Asahi Metal Industry Co., the Japanese
manufacturer of the tube's valve assembly.' All of the sales and
shipments between the companies took place in Southeast Asia, and
Asahi valves were commonly found in tires sold in the United States.
Nevertheless, Asahi's president claimed that the company had "never
contemplated that its limited sales of tire valves to Cheng Shin in
Taiwan would subject it to lawsuits in California."' 2
Speaking on behalf of four Justices, Justice O'Connor stated that
"[t]he placement of a product into the stream of commerce, without
more, is not an act of the defendant purposefully directed toward the
forum [s]tate."l 3 In reaching this decision, the Court emphasized that
World-Wide Volkswagen did not interpret the due process clause to
provide "mere foreseeability or awareness" as a sufficient basis for
personal jurisdiction.14 Accordingly, Asahi's awareness that some of its
valves would be sold in California could not support jurisdiction where
the company had "no office, agents, employees or property in California
....

[did] not advertise or otherwise solicit business in California," and

did not control the distribution scheme that brought its products to
California or direct its product at the California market. 15
Professor Redish has argued that the purposeful availment doctrine
7.
8.
9.
10.
11.
12.
13.
14.
15.

Id. at 789-90.
444 U.S. at 298.
480 U.S. 102, 112 (1987).
Id. at 105-06.
Id. at 106.
Id. at 107 (internal quotation marks omitted).
Id. at 112.
Id. at 111.
Id. at 112-13.
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lacks utility and effectiveness as it "simultaneously overprotects out-ofstate defendants and underprotects the interests of both the states
themselves and in-state plaintiffs."' 6 Whether it is a viable foundation,
lower courts look to the Supreme Court's purposeful availment doctrine
to analyze jurisdiction in cases arising out of Internet activity. In
practice, courts struggle to apply these standards to potentially limitless
Internet conduct while balancing fairness to defendants and state
interests. As a result, additional variations of the traditional "minimum
contacts" analysis have been created to deal with the unique problems
posed by Internet jurisdiction.
B. Where We Are: The Split Over PurposefulAvailment on the Internet
"The Internet is an international network of interconnected
computers that enables tens of millions of people to communicate with
one another and to access vast amounts of information from around the
world."' 7 In the face of Internet conduct that is inherently limitless,
purposeful availment no longer serves as a limitation on jurisdiction. As
Professor Redish surmised, purposeful availment "cannot effectively
deal with the dramatic socio-economic implications of the Internet's
development."' 8 Professor Redish highlights two specific features of the
Internet that complicate jurisdiction analysis:
First, under the current state of the technology, once a provider
posts something on the Internet, "it is available to all other
Internet users worldwide . ... Once a provider posts its content

on the Internet, it cannot prevent that content from entering any
community." Thus, "Internet technology necessarily gives a
speaker a potential worldwide audience." Second, the number of
those with access to the Internet has reached gargantuan
'9
proportions, and continues to grow.
Confronted with "Internet activity [that] goes everywhere, the courts
have created a presumption that the activity is targeted nowhere." 20 This
presumption has also been described, and will be referred to throughout
this Article, as "the construction of borderlessness." 2 1
16. Redish, supra note 5, at 579; see also Martin H. Redish, Due Process, Federalism,
and PersonalJurisdiction:A TheoreticalEvaluation, 75 Nw. U. L. REV. 1112, 1143 (1981).
17. Reno v. ACLU, 521 U.S. 844, 849-50 (1997).
18. Redish, supra note 5, at 577.
19. Id. at 582 (quoting ACLU v. Reno, 929 F. Supp. 824, 844 (E.D. Pa. 1996)).
20. A. Benjamin Spencer, Jurisdiction and the Internet: Returning to Traditional
Principlesto Analyze Network-Mediated Contacts, 2006 U. ILL. L. REv. 71, 87 (2006).
21. See generally Andrea Slane, Tales, Techs, and Territories:PrivateInternationalLaw,
Globalization, and the Legal Construction of Borderlessness on the Internet, 71 L. & CONTEMP.
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Internet jurisdiction cases are characterized by a circuit split between
the Zippo commercial activity test and a more traditional minimum
contacts analysis. In Zippo Manufacturing v. Zippo Dot Com, Inc., a
Pennsylvania district court determined jurisdiction based on a sliding
scale of commercial activity.22 The court found that jurisdiction is
proper where a defendant "clearly does business over the Internet" and
is likely im roper where a website is passive and merely a source of
information. For the mass of Internet conduct that does not fall into
either category, jurisdiction is determined based on "the level of
interactivity and commercial nature of the exchange of information." 24
Initially, this standard was widely adopted and has been followed by the
Third, Fourth, Fifth and Ninth Circuits, as well as the California
Supreme Court. 2 5
However, Zippo's active-passive distinction has been heavily
criticized 26 and the sliding scale analysis was explicitly rejected by the
Seventh, Tenth, and D.C. Circuits. An article for the Sixth Annual
Internet Law Institute advises that retreating from the Zippo sliding
scale test is sensible. 28 In criticizing Zippo, the authors point to the fact
that "interactivity," which serves as the lynchpin of the analysis,
remains completely nebulous; stating that "[t]he Zippo framework is
flawed because it gives significance to a concept of interactivity about
which neither the Zippo case itself, nor the cases that supposedly
defined the test, provide any guidance." 2 9 This observation mirrors
Professor Redish's earlier criticism that there must be a "principled
basis" for jurisdiction analysis. 30 Furthermore, Zippo fails to create any
practical limitation on Internet jurisdiction. Best stated by a
Massachusetts court, this criticism reflects the reality that "[i]f virtually
PROBS. 129, 129 (Summer 2008) (discussing the evolution of the meaning of "Internet
borderlessness" in the context of establishing jurisdiction).
22. Zippo Mfg. v. Zippo Dot Com, Inc., 952 F. Supp. 1119, 1124 (W.D. Pa. 1997).
23. Id.
24. Id.
25. Toys "R" Us, Inc. v. Step Two, S.A., 318 F.3d 446, 454 (3d Cir. 2003); ALS Scan,
Inc. v. Digital Serv. Consultants, Inc., 293 F.3d 707, 713-14 (4th Cir. 2002); Mink v. AAAA
Dev. LLC, 190 F.3d 333, 336 (5th Cir. 1999); Cybersell, Inc. v. Cybersell, Inc., 130 F.3d 414,
418 (9th Cir. 1997); Pavlovich v. Superior Court, 58 P.3d 2, 10 (Cal. 2002).
26. See Michael A. Geist, Is There a There There? Toward Greater Certaintyfor Internet
Jurisdiction, 16 BERKELEY TECH. L.J. 1345 (2001) (discussing the varied criticisms of the Zippo
test).
27. Jennings v. AC Hydraulic A/S, 383 F.3d 546, 550 (7th Cir. 2004); Intercon, Inc. v.
Bell Atl. Internet Solutions, Inc., 205 F.3d 1244, 1248 (10th Cir. 2000); GTE New Media
Servs., Inc. v. BellSouth Corp., 199 F.3d 1343, 1349-50 (D.C. Cir. 2000).
28. Michael Traynor & Laura Pirri, PersonalJurisdiction and the Internet: Emerging
Trends and Future Directions,712 PLI/PAT 93, 113 (2002).
29. Id.
30. Redish, supra note 5.
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every website is now interactive in some measure, it cannot be that
every website subjects itself to litigation in any forum." 3 1
The alternative to Zippo is basically an attempt to conform the
existing minimum contacts analysis to Internet cases. As the D.C.
Circuit stated, "[w]e do not believe that the advent of advanced
technology, say, as with the Internet, should vitiate long-held and
inviolate principles of federal court jurisdiction." 32 Under this analysis,
a defendant meets the purposeful availment standard where there is
evidence of actual effects of Internet-based activity in the forum and
conduct that supports purposeful availment. 33 In their analysis, courts
may still consider how "active" or "passive" a website is, but
interactivity alone is not persuasive.3 4 Therefore, courts have the
flexibility to disregard technical distinctions that may not have practical
implications, such as how "active" a website is.
The traditional analysis was illustrated by a Virginia district court in
Verizon Online Services, Inc. v. Ralsky.3 5 In Ralsky, the court held that
nonresident defendants, who allegedly transmitted millions of spam
emails through Internet Service Provider servers in Virginia, were
subject to personal jurisdiction in Virginia.36 Verizon alleged that the
conduct "harmed a substantial portion of Verizon's e-mail servers by
impairing its e-mail delivery system and leading to delays and consumer
complaints." 37 To reach its holding, the court relied on three factors:
first, the pecuniary nature of the defendants' conduct; second, the fact
that the acts were tortuous in nature; and third, the "brunt of the harm"
was suffered in the forum. 3 8 Although it was not clear that the
defendants' knew their conduct would affect Verizon's servers, or that
they knew where the company was based, the court stated that the
"[d]efendants reasonably should have expected to be haled into court in
Virginia for deliberately exploiting Verizon's e-mail servers for
pecuniary gain while trespassing Verizon's property." 39
It is also possible to avoid the jurisdictional issue by applying a
different standard altogether, as the Seventh Circuit recently did in
uBID, Inc. v. GoDaddy Group, Inc.40 In uBID, a Chicago based Internet
auction company, uBid, Inc., sued an Arizona based domain name
31.
3895177,
32.
33.
34.
35.
36.
37.
38.
39.
40.

Sportschannel New England, Ltd. v. Fancaster, Inc., No. 09cvl 1884-NG, 2010 WL
at 6 (D. Mass. Oct. 1, 2010).
GTENew Media, 199 F.3d at 1350.
Id. at 1349.
Id.
203 F. Supp. 2d 601 (E.D. Va. 2002).
Id. at 604.
Id. at 618.
Id. at 616-17.
Id. at 616.
623 F.3d 421 (7th Cir. 2010).

JOURNAL OF TECHNOLOGY LAW & POLICY

282

[Vol. 16

registration company, GoDaddy Group, Inc., in Illinois for violating the
Anti-Cybersquatting Consumer Protection Act.4 1 The Seventh Circuit
applied the jurisdiction analysis from the Supreme Court case, Keeton v.
Hustler Magazine, Inc., where a California based magazine was subject
to jurisdiction in New Hampshire due to a small, but regular circulation
of its magazine within the forum.42 Pursuant to Keeton, the Seventh
Circuit held that GoDaddy had "thoroughly, deliberately, and
successfully exploited the Illinois market" by conducting an extensive
national advertising campaign and collecting millions of dollars in
revenue from Illinois based customers.4 3 The court rejected GoDaddy's
argument that all of its servers and employees are located in Arizona,
and that sales in Illinois are unilateral activity processed by the
company's Arizona based servers.4 Unconvinced by attempts to portray
the company "either as a local Arizona outfit or as a mindless collection
of servers," the court argued that GoDaddy could not hide behind its
"unusual business model.A 5
The Seventh Circuit also made a separate inquiry into the
"geographical nexus" between the defendant's contacts and the
plaintiff s claims.4 6 The court held that there was a sufficient relatedness
because GoDaddy must have secured the alleged infringing domain
names through its advertising. 47 Although this conclusion is not as
obvious as the court contends, what may be even less obvious is the
court's defeatist contention that "[o]ne conclusion we might draw from
this fact is that a physical geographical nexus is simply less important in
cases where the alleged harm occurred over the Internet."48
Some consensus can be gleaned from the current state of the law.
Professor Spencer summarizes the current requirements to support
Internet jurisdiction as follows: a website must "be (1) interactive, and
(2) intentionally and specifically targeted at an audience within the
forum." 49 Additionally, some courts require a website to (3) "have a
history of actual interaction with forum residents to support a finding of
purposeful availment."0 However, the current analysis is flawed in that
it is too dependent on transitional Internet technologies, provides no
practical tool for measuring targeted online conduct, and risks
discouraging commercial activity by latching onto the "commercial
41.
42.
43.
44.
45.
46.
47.
48.
49.
50.

Id. at 423.
465 U.S. 770, 773-74 (1984).
uBID, 623 F.3d at 427.
Id. at 428.
Id. at 427, 429.
Id. at 431.
Id. at 432.
Id. at 431,
Spencer, supra note 20, at 86.
Id.
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nature" of disputed conduct. Geolocation can inform the courts' current
ad-hoc inquiry in a way that remains relevant despite changing
technologies and adds certainty without discouraging innovation.
C. Where We're Going: J. McIntyre Machinery, Ltd. v. Nicastro5
A case decided by the Supreme Court last term enlightens the issue
ofjurisdiction over the Internet. J McIntyre Machinery, Ltd. v. Nicastro
clarifies the stream of commerce theory and articulates the scope of
what "something more" is to support jurisdiction. The Court also
considered additional factors in its minimum contacts analysis,
specifically, the presence and scope of relevant markets in the forum.
Although Nicastro does not involve the Internet, the distribution
scheme at issue is clearly analogous. The issue presented by Nicastro is
whether an English manufacturer, J. McIntyre Machinery, who sells its
product in the United States through an independent distributor based in
Ohio, can be sued in New Jersey for injuries caused by its product in
New Jersey.52 Under a stream of commerce theory, the Supreme Court
of New Jersey held that J. McIntyre Machinery could be sued in New
Jersey because its distribution scheme targeted the U.S. market,
including New Jersey.5 3 The conduct the court relied on was the
company's initiative that its product be marketed and sold in the United
States, that an executive from England attend trade shows in the United
States, and that the product be sold to someone in New Jersey. 54
In support of its opinion, the court stated that "[w]ith increased
globalization of commerce, 'it is only reasonable for companies that
distribute allegedly defective products through regional distributors in
this country to anticipate being haled into court by plaintiffs in their
home states. '" However, the court stated that the extremely globalized
nature of commerce requires a "particularly careful inquiry" into the
reasonableness of asserting jurisdiction over a foreign defendant. 56
Despite the stringent standard, the New Jersey Supreme Court held that
"little discussion" was necessary to determine that it was reasonable to
subject the English manufacturer to jurisdiction in New Jersey.
Jurisdiction was reasonable because New Jersey had a "strong interest
in providing a forum for its injured workers," and because the defendant
51.
52.
2008).
53.
54.
55.
610, 615
56.
57.

J. McIntyre Mach., Ltd. v. Nicastro, 131 S. Ct. 2780 (2011).
Nicastro v. J. McIntyre Mach. Am., Ltd., 945 A.2d 92, 95 (N.J. Super. Ct. App. Div.
Id. at 108.
Id.
Id. at 100 (quoting Barone v. Rich Bros. Interstate Display Fireworks Co., 25 F.3d
(8th Cir. 1994)).
Id.
Id. at 108.
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had vigorously litigated the issue of jurisdiction in the forum, its burden
must not have been so great.5 8
Before the Supreme Court of the United States, Petitioners argued
that a state cannot exercise "in personam jurisdiction over a foreign
manufacturer pursuant to the stream of commerce theory solely because
the manufacturer targets the United States market for the sale of its
product and the product is purchased by a forum state consumer."5 9 In
return, Respondents argued that a state may exercise jurisdiction over a
"manufacturer that creates, controls, or employs a distribution scheme
to deliver its products into a national market with the foreseeable
consesuence that they would be purchased by consumers" in the forum
state.
Although neither Respondents' nor Petitioners' briefs address the
ancillary issue of Internet jurisdiction, the amicus briefs provided some
cursory analysis for the Court's assistance. Several amicus briefs in
support of Respondents argue for some variation of a "reasonable
expectations" test to establish personal jurisdiction for Internet based
activities. For example, amici State Attorney Generals argue that the
successful adaption of "the stream of commerce theory to [I]nternetbased commerce" through a sliding scale test supports a purposeful
availment standard that is flexible, fact intensive, and aimed at inferring
a defendant's intent.61 With reliance on GoDaddy, amicus Public
Citizen, Inc. argued that so long as a business conducts its Internetbased activity indiscriminately, it may be subject to jurisdiction in any
forum where the business has exploited the market, however

indirectly.6 2
Amicus Chamber of Commerce of the United States called on the
Court to "make clear that certain forms of [I]nternet advertising do not
satisfy the 'additional conduct' requirement [of Asahi]."63 The Chamber
of Commerce argues that mere presence on the Internet should not
"become the company's agent for service of process" as doing so would
"obliterate any meaningful constitutional limits on personal jurisdiction

58. Id. at 108-09.
59. Brief for Petitioner at i, J. McIntyre Mach., Ltd. v. Nicastro, 131 S.Ct. 2780 (2011)
(No. 09-1343), 2010 WL 4688121.
60. Brief for Respondent at i, J. McIntyre Mach., Ltd. v. Nicastro, 131 S.Ct. 2780 (2011)
(No. 09-1343), 2010 WL 5125437.
61. Brief of Ark. et al. as Amici Curiae Supporting Respondents at 2-3, J. McIntyre
Mach., Ltd. v. Nicastro, 131 S.Ct. 2780 (2011) (No. 09-1343), 2010 WL 5192281.
62. Brief for Pub. Citizen, Inc. as Amicus Curiae Supporting Respondents at 17-18, J.
McIntyre Mach., Ltd. v. Nicastro, 131 S.Ct. 2780 (2011) (No. 09-1343), 2010 WL 5192282.
63. Brief of the Chamber of Commerce of the U.S. as Amicus Curiae Supporting
Petitioner at 24, J. McIntyre Mach., Ltd. v. Nicastro, 131 S.Ct. 2780 (2011) (No. 09-1343), 2010
WL 4803147.

2011]

GEOLOCATIONANDJURISDICTION: FROM PURPOSEFUL A VAILMENT TO A VOIDANCE

285

for businesses that rely on the [I]nternet." 64 Although the issue of
Internet advertising is not at issue in Nicastro, the Chamber of
Commerce understandably advocates for guidance from the Court as to
what Internet activities constitute purposeful availment to a forum.
During the January 11, 2011 oral arguments, several of the Justices
analogized aspects of the case to those where business is conducted over
the Internet. The comments about the Internet can be summarized by
two concerns about how to establish jurisdiction on the Internet. The
first addresses whether operating a website or posting an advertisement
on the Internet is sufficient to support purposeful availment. The second
relates to apprehension about placing burdens on business conducted
over the Internet.
Regarding the first issue, Justice Alito questioned whether
purposeful availment would be met if, instead of attending trade shows,
the company operated a website describing the product. 6 5 Similarly,
Justice Kennedy asked whether "you would say that if there is an
advertisement. . . on the Internet, replacing the trade show, that that is a

significant availment."66 In response to the Respondent's assertion that
where a manufacturer avails itself to the world market, it avails itself to
jurisdiction in a specific state, Justice Scalia opined that [purposeful]
"availment doesn't mean much if that's all it means." 67 Finally, Chief
Justice Roberts expressed confusion about how a website could be
targeted activity in and of itself.68
CHIEF JUSTICE ROBERTS: Can -- maybe everybody knows

this except me. Do you -- are Web sites targeted to the United
States? Don't you -- you can -- let's say they put it on their Web
site in England. Can't you -- can't -- can't I access that from

here?
MR. ROSS: Yes, you can.
CHIEF JUSTICE ROBERTS: So they don't even have to send
the Web site to the United States? 69
The second issue concerned adopting a policy on jurisdiction that
does not overly burden, or otherwise discourage, Internet businesses.
Justice Breyer posited a hypothetical raising the potential risk for small

64. Id. at 25-26.
65. Transcript of Oral Argument at 37, J. McIntyre Mach., Ltd. v. Nicastro, 131 S.Ct.
2780 (2011) (No. 09-1343) [hereinafter Oral Argument Transcript].
66. Id. at 54.
67. Id. at 28.
68. Id at 55.
69. Id.
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businesses operating over the Internet. 70 Likening J. McIntyre's
distributor to a website, he lamented that too broad a rule could expose
anyone doing business over the Internet to unlimited exposure.7 '
In response to the Justices' concerns regarding the scope of
jurisdiction on the Internet, Respondents' counsel had only one
solution: "interactivity." 72 So long as a website is interactive with a
forum state, Respondents argued that jurisdiction is proper.7 3 However,
the lynchpin of interactivity was understood narrowly: as the ability to
complete a commercial transaction online. Respondents argued that
jurisdiction can be established "[i]f the Internet web site is interactive,
so you can sit in New Jersey, order the product, complete the
transaction, send money, and in response to the money coming, you get
the product." 74
Several nuanced observations by Chief Justice Roberts could alter
traditional "minimum contacts" analysis and help refine Internet
jurisdiction in particular. First, he made the distinction between conduct
targetinF a forum state and conduct that seeks to avoid a particular
forum.7 The Chief Justice asked whether a party can avoid jurisdiction
by "entering a stream of commerce that detours" around a particular
state.76 Up to this point, the minimum contacts requirement of
purposeful availment has addressed whether a party "reached out" or
directed its action to the forum. However, where business is conducted
over the Internet, a party can reach everywhere in the nation with a
single action. In light of this reality, the Justices may consider whether a
party sought to avoid a particular forum in its minimum contacts
analysis. Evidence of conduct aimed at avoiding a forum would then
weigh against jurisdiction.
Chief Justice Roberts also looked to whether a market exists within
the forum state for a product targeted at the entire United States.7 7
Under facts similar to J. McIntyre Machinery, the Chief Justice made
his point with the following hypothetical:
What if there is no scrap metal plant in Montana? Can Montana
be a jurisdiction in a case like this? You know, a Montana worker
is over in New Jersey and comes back to his home in Montana,
70. Id. at 52.
71. See id. at 53 ("I don't know how far that reaches -- seems pretty filled with
implications").
72. See id. at 54-57.
73. Id. at 55.
74. Id.
75. See id. at 26-27.
76. Id. at 27.
77. Id. at 41-43.
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and he's been injured. Do they avail themselves of the market in
Montana when there's no market for their products there? 78
In response, counsel for Respondents stated that there could be no
jurisdiction where there is no market. 79 Thus, even where a party targets
the entire U.S. market the stream of commerce "doesn't wash over the
United States evenly.', o
A divided court ultimately determined that J. McIntyre Machinery
was not subject to jurisdiction in New Jersey.8 ' In the plurality opinion,
four Justices held that jurisdiction must be based on purposeful
availment, as set forth by Justice O'Conner in Asahi, and considering
"[t]he defendant's conduct and the economic realities of the market the
defendant seeks to serve." 82 The plurality rejected "a rule based on
general notions of fairness and foreseeability" on the grounds "that it is
the defendant's actions, not his expectations, that empower a State's
courts to subject him to judgment."
In a concurring opinion, Justices Breyer and Alito addressed the
elephant in the room of Internet jurisdiction, but ultimately found the
issue absent from the case and therefore irrelevant. 84 However, the
Justices argued that the plurality opinion was too strict to apply
effectively to cases of Internet jurisdiction.8 5 Standards set forth by the
plurality such as "submit[ting] to the power of a sovereign" and
"target[ing] the forum" don't effectively apply to Internet activities
which nevertheless have "serious commercial consequences." 8 6
What Nicastro does tell us is that courts may consider the existence
or extent of a particular market within the forum state to determine
whether an Internet actor is subject to jurisdiction. Additionally, courts
could consider evidence of avoidance behavior to weigh against
"targeting" or "submitting to" a forum. Such inquiries could help limit
the liability of businesses and service providers whose websites are
available within the United States.
D. InternationalApproaches
It is worth considering international approaches to Internet
jurisdiction in contrast to our own debate. Although approaches vary
78.
79.
80.
81.
82.
83.
84.
85.
86.

Id. at 41.
Id.
Id. at 44.
J. McIntyre Mach., Ltd. v. Nicastro, 131 S. Ct. 2780, 2791 (2011).
Id. at 2790.
Id. at 2789.
Id. at 2793.
Id.
Id.
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from country to country, there is a trend in the willingness of foreign
courts to find jurisdiction appropriate for Internet-based conduct. To
support jurisdiction, foreign courts generally look only at whether the
challenged Internet conduct had effects in the forum. However, efforts
to create a uniform international approach to Internet jurisdiction
through treaties that reinforce this bright line rule have been opposed by
the United States.
All the international cases examined here found jurisdiction
appropriate over a foreign defendant based on his Internet activity.87
From Europe to Australia, the judicial consensus favors finding
jurisdiction in any forum where Internet conduct has had an effect.
However, sufficient "effects" seem to result only from the fact that
Internet content is assessable in the forum. This bright-line rule favoring
the broad imposition of jurisdiction in Internet cases is famously
evinced by the French court in the League Against Racism and
Antisemitism v. Yahoo!. In Yahoo!, the American company Yahoo! was
sued in France because the content of its auction site allowed Nazi
memorabilia to be sold to purchasers in France, violating French law
that prohibits displaying symbols of Nazi ideology in France.8 ' The
French court found that Yahoo! was subject to jurisdiction in France for
the content of its auction site, and this decision was recognized and
granted full faith and credit by the Ninth Circuit in 2006.90
The result was similar in two defamation cases from Australia and
Italy. In 2000, an Italian court examined whether a foreign defendant
could be subject to jurisdiction in Italy for alleged defamation occurring
over the Internet. The court held that jurisdiction in Italy was
appropriate where Italian end-users were able to access allegedly
defamatory content from Italy, thereby causing the harm to occur on
Italian territory. 92 A similar result was reached in the Australian
defamation case of Gutnick v. Dow Jones. In Gutnick, an Australian
plaintiff sued the American company Dow Jones in Australia for
alleged defamation expressed in an American news article available
over the Internet. 93 The Australian court found jurisdiction appropriate
87. Research did not uncover any published foreign cases that failed to find jurisdiction
on the basis of Internet conduct.
88. See Bonnier Media, Ltd. v. Smith, (2002) S.C.L.R. 977 [18-21] (Scot.); Dow Jones &
Co. v. Gutnick, (2002) 210 CLR 575 (Austl.); Cass. Pen. Sez. V, 27 dicembre 2000, n.4741
[hereinafter In re Moshe D.]; Interim Order, La Ligue Contre Le Racisme Et L'Antisemitisme v.
Yahoo! Inc., (Cty. Ct. Paris, Nov. 20, 2000) [hereinafter Yahooi].
89. Yahoo!, supra note 88.
90. Yahoo! Inc. v. La Ligue Contre Le Racisme Et L'Antisemitisme, 433 F.3d 1199 (9th
Cir. 2006).
91. In the Matter ofMoshe D., supranote 88.
92. Id.
93. Gutnick, supra note 88.
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because the news article containing the allegedly defamatory content
was distributed internationally through the website and was available in
Australia. 94 Thus, both countries laid down a bright-line rule that
jurisdiction is appropriate whenever there is contact with the forum over
the Internet.
However, this bright line approach to jurisdiction ignores issues of
significant concern to American courts. Internet jurisdiction cases have
caused American courts to emphasize the potential burden on business.
The Supreme Court raised these concerns in the Nicastro oral
arguments: as Justice Breyer posited that it "seems pretty filled with
implications" that purposeful availment could be met by "everyone with
an Internet site who also sells to a buyer . . . anywhere in the world."95

Indeed, it seems that under the international standard, there would really
be no question that the English manufacturer could be sued in New
Jersey for harm caused there by its product.
Law reviews and scholarly works also question the international
approach. In an analysis of the Gutnick case, one scholar criticizes
Australia's bright-line rule, arguing that Internet contact should only be
a factor in a multi-factor balancing test.96 For example, one author
outlines all the factors ignored by the court in Dow Jones:
The court should have considered, however, that Dow Jones
directed its Internet activity to Australia, that it directed nonInternet commerce to Australia, and that its Internet activity was
commercial. The court should have inquired into how Dow Jones
sells subscriptions, whether the technology could have permitted
Dow Jones to refuse to sell to Australians, and whether Australia
was even a substantial source of Dow Jones' subscriptions. Then,
the court should have considered all of the public interests
involved, not just the public interest in giving Australians relief
in Australia. The court should have considered, and balanced
against the Dow Jones' contacts, the public interest in Australia's
reception of global information via the Internet, the interest of
every nation to provide its citizens with free speech and vehicles
by which to exercise it, and the world's interest in maintaining
communication without having to cater to the lowest standards of
the most oppressive regimes.
Although these factors may still favor finding jurisdiction in
94. Id.
95. Oral Argument Transcript, supra note 65, at 53.
96. Bryan P. Werley, Aussie Rules: Universal JurisdictionOver Internet Defamation, 18
TEMP. INT'L & COMP. L.J. 199, 232 (2004).
97. Id.
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Australia, what happens in the case where they do not? Will courts of
other nations ignore all other conduct by a defendant that does not
support jurisdiction, and focus only on the accessibility of Internet
content in the forum as sufficient support?
Unfortunately, the Hague Convention on Jurisdiction and Foreign
Judgments in Civil and Commercial Matters suggests that the
international bright-line rule will continue. The Draft Hague
Convention, published in 2000, proposes specific rules which look to
the "domicile, habitual residence, or principal place of business of the
defendant" to establish jurisdiction.98 These rules mirror the bright-line
approach and warrant jurisdiction anywhere that there is an effect of
Internet conduct. 99
For example, suggested provisions place tort jurisdiction in the place
where the injury occurred, even if the defendant has no other connection
with the forum. Other draft provisions specify the location of the
consumer as the appropriate jurisdiction for contract disputes between
businesses and consumers, irrespective of a contrar forum-selection
clause or a lack of business contacts with that forum.' 0
These provisions were adopted over the objection of U.S.
participants to the Convention, who argued that such bright-line rules
violate due process.' 0 ' European delegates, on the other hand, favored a
rule that could provide consistency and accountability, regardless of due
process. In response to U.S. delegates' proposal of a minimum contacts
standard, European delegates testified that such a basis for jurisdiction
was "either exorbitant or unpredictable and vague."1 02
This fundamental disagreement between the United States and the
international community over the ultimate goal of jurisdiction prevented
any agreement. The international approach does provide a practical
example of just how undermined a defendant's interest can become
without a thoughtful and thorough Internet jurisdiction doctrine.
II. INTERNET GEOLOCATION TECHNOLOGIES
In 2003, a judge for the Southern District of New York stated that
"there is currently no technological means of limiting the geographic
98. Michael Traynor, An Introductory Frameworkfor Analyzing the Proposed Hague
Convention on Jurisdictionand Foreign Judgments in Civil and Commercial Matters: U.S. and
EuropeanPerspectives, 6 ANN. SURV. INT'L & COMP. L. 1, 7 (2000).
99. See Preliminary Draft Convention on Jurisdiction and Foreign Judgments in Civil and
Commercial Matters, available at http://www.hcch.net/upload/wop/jdgmpdl l.pdf (last visited
Feb. 19, 2011) [hereinafter Draft Hague Convention].
100. Traynor & Pirri, supra note 28, at 95-96 (internal citations omitted).
101. Id. at 96.
102. Id.
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distribution of materials on the Internet."' 03 Then, in 2004, the
American Bar Association confirmed that "[t]he use of geo-locational
technologies, which purport to identify the location of the Internet users,
is still relatively rare." 1 04 Presently, in 2011, Internet geolocation
technologies can reliably identify the country, state and even city in
which an Internet user is located. Geolocation technology is widely
available and utilized by a broad spectrum of Internet users.
Also known as geographic bordering or user identification, "Internet
geolocation is the problem of determining the physical location (to
some level of granularity) of an Internet user." 0 5 While geolocation can
be achieved through non-technical avenues such as self identification
and offline knowledge contained in credit card data,' 06 this Article
focuses on technologies categorized as follows: information
intentionally registered in databases, information leaked, and network
routing or timing information. 107 First, this Article will examine some of
the current Internet geolocation technologies, and second, it will discuss
the general performance of these technologies.
A. Survey ofAvailable Technologies
Before examining the individual technologies that make geolocation
possible, it is helpful to explain how websites function. In order to
create a website, a person must first register a domain name on the
Internet. 08 The domain name is the phonetic name of a website, the one
you type into an Internet browser in order to obtain access.10 9 The
registered domain name has a corresponding Internet Protocol address
(lIP address), which is the numerical identifier of a website's Internet
location."l0 The IP address allows computers on the Internet to "route
traffic and establish connections among themselves.""'
Domain names and IP addresses are assigned to registrant "end
users" by accredited registrars who compile and maintain databases of
103. Nitke v. Ashcroft, 253 F. Supp. 2d 587, 603 (S.D.N.Y. 2003) (quoting Ashcroft v.
ACLU, 122 S. Ct. 1700, 1708 (2002)).
104. Michael Geist, Global Internet Jurisdiction:The ABA/ICC Survey (2004), available at
http://www.abanet.org/buslaw/newsletter/0023/materials/js.pdf (last visited Sept. 14, 2011).
105.James A. Muir & Paul C. Van Oorschot, Internet Geolocation: Evasion and
Counterevasion,42 ACM COMPUTING SURVEYS, no. 1, Dec. 2009 at 1-2 (emphasis omitted).

106. Geist, supra note 26, at 1395.
107. Muir & Van Oorschot, supra note 105, at 4, tbl.I.
108. Internet Corporation for Assigned Names and Numbers, http://www.icann.org/en/
faq/#registerdomain (last visited Nov. 3, 2011).
109. Internet Corporation for Assigned Names and Numbers, http://www.icann.org/en/
general/glossary.htm (last visited Nov. 3, 2011).
110. Id.
I11. Id.
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registrant information. The registrars are accredited and regulated by the
Internet Corporation for Assigned Names and Numbers (ICANN).112
ICANN is a not-for-profit corporation charged with creating and
implementing a regime for governing the Internet's Domain Name
System.1 3 ICANN issues Registrar Accreditation Agreements (RAA),
which enable retail side registrars to supply all Internet domain names
to end users. 114 Among other things, the RAAs require registrars to
maintain databases of all registrant contact information accessible to the
public."
This organization of the Internet sets the foundation for how Internet
geolocation can function. One form of geolocation is based on
information intentionally registered in databases. This method of
geolocation is accomplished by assessing registered end user
information through public Whois databases. ICANN defines Whois as
"[a]n Internet protocol that is used to query databases to obtain
information about the registration of a domain name (or IP address)."ll 6
Whois databases act as "maps between logical Internet identifiers ...
[such as IP addresses and domain names] and real world entities."'' 7
Accredited registrars are required to collect and provide free public
access to registrant information.' A registrant who is a natural person
must provide personal contact information, rather than administrative or
technical contacts, in order to obtain access.11 9 This contact information
is accessible by Whois lookup and "usually includes [the registrant's]
email address, telephone number, and mailing address," from which
"[g]eographic location can be inferred." 20
Whois functions by looking up either a registered IP address or
domain name. By searching an IP address, Whois lookup "allows one to
determine the entity to whom a given IP address is registered."'21
Assuming that an IP address maps to a domain name, the second
approach, lookup by domain name, accesses registrant information
112. Internet Corporation for Assigned Names and Numbers, supra note 108 (ICANN is
"an internationally organized, non-profit corporation that has responsibility for Internet Protocol
(IP) address space allocation, protocol identifier assignment . . . [and d]omain name system
management .... ).
113. Milton Mueller & Mawaki Chango, Disrupting Global Governance: The Internet
Whois Service, ICANN, andPrivacy, 5 J.INFO. TECH. & POL. 303, 310 (2008).
114. Id. at310-11.
115. Id. at 312.
116. Internet Corporation for Assigned Names and Numbers, supra note 108.
117. Muir & Van Oorschot, supra note 105, at 4.
118. ICANN, Generic Names Supporting Organization, Whois, http://gnso.icann.org/
issues/whois/policies (last visited Sept. 14, 2011).
119. Mueller & Chango, supra note 113, at 311-12.
120. Muir & Van Oorschot, supra note 105, at 4.
121. Id.
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through the Domain Name System.122 The former approach relies on
information registered to the unique string of numbers associated with a
particular connection to the Internet, whereas the latter approach relies
on information registered to a unique, mnemonic domain name. The
accuracy of both approaches depends on the quality of the data collected
by the registrar and whether the computer is actually being used at the
location provided by the registrant.123
Although there are many companies that offer geolocation based on
information intentionally registered and accessible by Whois, the two
examined here are Quova and Digital Element. Founded in 1999, Quova
began by "scanning the Internet's [then] 4.2 billion IP addresses,
yielding a detailed physical map of the Internet."l 24 Quova continually
researches the Internet and publishes updates on a weekly basis.125 As a
result, Quova has developed an application that identifies geographic
information including, postal code, city, state, region, country, latitude
and longitude. 126 Similarly, Digital Element offers a product that can
identify geographic information collected through "more than one
million points-of-view daily from different online vantage points." 27
Another method of geolocation is through network routing or timing
information. Network routing or timing information provides an idea of
an end user's location based on complex mapping of computer response
times. One method of determining location based on timing information
is through ping time measurements, by which one device sends a
transmission (a command line tool ping) to another device and awaits a
measurable reply. 128 Despite some variability, "an absolute minimum
[round trip time] between any two hosts exists," allowing a location to
be determined within fifteen to sixty miles.12 9
B. Performance
As previously touched upon, the accuracy of Internet geolocation
technologies varies. These limitations fall into seven categories:
geographic precision, falsifiability, freshness, completeness, public
122. Id. at 5.
123. Id. at 4-6.
124. Geist, supra note 26, at 1398; see also QUOVA, Early to the Geolocation Party,
http://www.quova.com/what/ (last visited Sept. 14, 2011).
125. QUOVA, How We Do It, http://www.quova.com/what/how-we-do-it/ (last visited Sept.
14,2011).
126. QUOVA, Rest API Guide, http://developer.quova.con/does (last visited Sept. 14,
2011).
127. DIGITAL ELEMENT, Our Technology, http://www.digitalelement.com/our-technology/

our technology.html (last visited Sept. 15, 2011).
128. Muir & Van Oorschot, supra note 105, at 8.
129. Id. at 8-9.
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availability, misrepresentation, and invasiveness or legality.' 3 0 For
example, an individual may no longer be located at the address provided
to the registry; the data submitted by registrants may not be accurate,
either intentionally or because the information is stale; or the data is not
available due to registrar policy or varying privacy laws.'31
Although a specific analysis of the competency of each technology is
beyond the scope of this Article, some generalizations about
performance are useful. Academic literature on geolocation techniques
"generally supports the conclusion that Internet geolocation technology
works well on average. For example, a typical experiment shows that,
for a sample set of Internet hosts . . . a particular Internet geolocation

technique correctly determines the originating city for the majority of
,,132
In Yahoo!, the French court relied on expert findings
those hosts.
regarding the accuracy of Internet geolocation technology. 3 Through a
combination of IP address lookups and declarations of nationality, the
French expert report estimated that the geographic origin of almost 90%
of Yahoo! users in France could be identified.134 Additionally, in 2005,
the U.S. Government Accountability Office "conducted tests and found
that only 5.14% of the Whois entries were patently false, and 3.65%
were incomplete."' 35
Individual product accuracy claims indicate a high degree of
confidence in geolocation performance. Quova cautiously refuses to
generalize regarding its accuracy, instead providing confidence factors
for each piece of geographic information provided.136 In contrast,
Digital Element claims that its IP intelligence is more than 99.9%
accurate at identifying the user country and more than 95% accurate at
identifying the user city.' 37
There are also attempts to create reliable standards within the
geolocation technology industry and by ICANN. While there is no
definition of accuracy or a uniform standard, some geolocation
technology patents outline methods for measuring performance. For
example, the Digital Envoy (Digital Element) patent includes
"confidence maps for assigning confidence factors," while the Quova
patent cross references geolocation techniques to assign "confidence
130. Id. at 12.
131. Id. at 4-6.
132. Id. at 2.
133. Yahoo! Inc. v. La Ligue Contre Le Racisme et L'Antisemitisme, 433 F.3d 1199, 1203
(9th Cir. 2006).
134. Id.
135. Mueller & Chango, supra note 113, at 317.
136. QUOVA, Key Elements of Successful Deployment, availableat http://www.quova.com/
what/ (last visited Sept. 15, 2011).
137. DIGITAL ELEMENT, supranote 127.
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factors to location estimates."' 38 On its website, Quova explains that its
accuracy estimations are "a percentage representing how often we
return a correct answer when our database is queried."1 39 Additionally,
ICANN has commissioned a study aimed at addressing "increasing
community concerns that the current WHOIS service is deficient in a
number of ways, including data accuracy and reliability, as well as in
other technical areas . . . such as accessibility and readability of WHOIS
contact information in an international environment., 4 o The
combination of internal and external efforts may lead to more reliable
information and an increase in confidence by consumers, regulators and
judges.
III. PURPOSEFUL AVAILMENT AND GEOLOCATION:
AVOIDANCE AND TARGETING
Thus far, there has been little indication that courts believe people
can meaningfully limit who has access to their Internet activity or where
it can be accessed; and until recently, such technology was not widely
available. Now, however, geolocation serves as an accessible and
meaningful way for Internet users to direct or limit the geographic scope
of their Internet activity. Accordingly, when determining Internet
jurisdiction, courts can return to a minimum contacts analysis that
incorporates whether a defendant has used geolocation to avoid or target
a particular forum. The act of avoiding or targeting a forum through
geolocation encompasses traditional notions of a defendant's intent that
have been undermined in Internet jurisdiction analysis.
This final section examines the potential success of adopting an
approach to Internet jurisdiction that incorporates geolocation
technology. First, a worldwide survey of varying businesses shows that
American businesses, in particular, are concerned about the
jurisdictional exposure of their Internet activities and are looking for
ways to mitigate that risk. Second, the primary criticisms of
geolocation, that it is too costly, inaccurate, and that it infringes the
right to privacy, are exposed as insubstantial. Ultimately, the positive
potential of geographically-bounded Internet conduct for jurisdiction
analysis outweighs any criticisms.

138. Muir & Van Oorschot, supra note 105, at 20 (internal quotation omitted).
139. Quova, supra note 159.
140. ICANN, Generic Names Supporting Organization, Call for Expertise for a Drafting
Team to Determine a Whois Service Requirements Survey (May 19, 2011), http://gnso.icann.
org/announcements/announcement- 19mayl l-en.htm
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A. The PerceivedNeedfor Geolocation
A survey by the American Bar Association (ABA) confirms two
things about American businesses and Internet jurisdiction: one,
businesses feel that Internet jurisdiction is becoming an increasing
problem; and two, businesses are actively looking for ways to manage
their exposure.141 The purpose of the ABA survey was to elucidate "the
effect of Internet jurisdiction risk on business worldwide through a
global survey on the effects of, and responses to, Internet jurisdiction
risk."l 42 The results of the survey show the need to incorporate clear
forms of limiting Internet conduct in jurisdiction analysis. Additionally,
the survey shows the receptiveness of businesses to actively limiting
their Internet conduct.143
Of the North American businesses polled, 75% indicated that
Internet jurisdiction was a significant concern.'1 This "[c]oncern was
fairly uniform across business sectors," and the most frequently cited
concern was the risk of litigation.14 5 Interestingly, the source of concern
was rarely the result of an incident within the organization or with
regard to a competitor.14 6 Instead, the study found that "concern appears
to stem primarily from heightened awareness of the shifting legal
framework and associated developments worldwide."l47
The ABA survey also identified whether and how concerned
businesses managed the perceived risk of Internet jurisdiction. Of the
concerned businesses, 36% indicated that they altered their business
operations in an effort to manage the risk. 14 The majority of these
efforts fell into one of two categories: jurisdictional avoidance
(eliminating or reducing business activity in higher risk jurisdictions) or
targeted conduct (targeting a perceived lower risk jurisdiction).14 9 The
most common forms of jurisdictional avoidance were technical access
blocking, user registration requirements, self identification, and
password protection.15 0 Additionally, 37% of businesses indicated that
they already attempt to identify user location through some form of
geolocation. 151 Targeting specific jurisdictions was commonly achieved
by tailoring a website's legal terms to the end-user's location and using
141. Geist, supra note 104, at 1.
142. Id. at 3.
143. Id.
144. Id. at 8.
145. Id. at 7, 9.
146. Id. at 8.
147. Id.
148. Id. at 13.
149. Id.
150. Id. at 14.
151. Id.
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a local server. 15 2
In response to the concerns raised by the ABA survey, the Internet
jurisdiction doctrine should provide businesses with a manageable and
predictable way to conduct their affairs over the Internet. A better
Internet jurisdiction analysis considers whether Internet conduct is
limited, either by jurisdictional avoidance achieved primarily through
geolocation, or by targeting a specific jurisdiction. Evidence of limiting
conduct to exclude contracts with the forum should be weighed against
finding jurisdiction. Targeting conduct, on the other hand, could work
both ways. Evidence of targeting the forum could support the finding of
jurisdiction. Conversely, evidence of a failure to target the forum could
weigh against finding jurisdiction, despite a business model targeting
other forums. Indeed, the survey shows how some businesses have
already established elements that should be explored in Internet
jurisdiction analysis; courts need only catch up.
Another consideration is whether geolocation is useful in light of
cases like uBID where the court was not compelled by the defendant's
effort to limit its physical activities, and in turn, its jurisdictional
exposure. 153 Scrutiny shows that geolocation remains useful. GoDaddy
attempted to limit jurisdiction for its purely Internet-based activities by
creating a scheme whereby nationwide customers seeking Internet
domain names were processed by servers located in a single forum. 15 4
These actions smacked of a disingenuous scheme concocted to avoid
jurisdiction, despite apparent nationwide activity. It is clear that
GoDaddy wanted to reap the benefits of a nationwide marketplace
without the consequence of nationwide accountability. In contrast,
geolocation provides a means of reducing jurisdictional exposure for
those companies who are genuinely interested in limiting the scope of
their Internet activity.
B. Obstacles to Insisting on Geolocation to Limit
JurisdictionalExposure
There are several obstacles to an Internet jurisdiction doctrine that
would rely heavily on geolocation as limiting activity: cost, accuracy,
and privacy. First, courts must consider whether the cost of geolocation
technology is so burdensome that it would be unrealistic for many
Internet users to use. Additionally, any burden should not weigh
disproportionately on any portion of the spectrum of Internet users,
from private businesses to not-for-profit organizations. Second,
opponents of geolocation could argue that potential inaccuracies
152. Id.
153. uBID, Inc. v. GoDaddy Grp., Inc., 623 F.3d 421, 427 (7th Cir. 2010).
154. Id. at 424.
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undermine the value of incorporating geolocation in an examination of
jurisdiction. Finally, constitutional concerns about how geolocation
technology affects the right to privacy are also considered.
1. Cost
To impose the burden of limiting the scope of Internet activity on the
party doing business over the Internet could burden innovation and
commerce. In its infancy, the Internet was seen as an exciting new
frontier outside the scope of existing law and capable of uniting people
worldwide under a common purpose.' 5 5 There was fear that a "broad
exercise of personal jurisdiction over defendants who engage in
commerce over the Internet might have devastating effects on local
merchants and small businesses that seek to expand through the
Internet."' 5 6 Concerns have also been raised that the prevalence of
geolocation could serve as the basis for assigning taxes based on the
location of customers, resulting in an increase of cost to conduct
business over the Internet.' 57 These fears found some support, as
evidenced by expert testimony from the 2003 case of Nitke v. Ashcroft,
which provided that "modifying the infrastructure of the Internet to
support IP geolocation" would amount to a "fantastic expense."
However, it is not clear that there has ever been a study to determine
the actual cost of widespread use of geolocation technology on the
Internet. Therefore, the question remains whether it would be
prohibitive to impose on the content provider the cost of limiting the
scope of his Internet activity. This question is best examined by looking
at the cost of available technology under practical examples. For its
most basic geolocation service, Quova has tiered pricing based on the
number of queries (also known as visits or hits) a website receives.1 59 it
is $8.00 a month per thousand queries up to 20,000 queries and $6.00 a
month per thousand queries for more than 100,000 queries.160
For Quova's prices to be useful, however, we must examine how
many queries a month are received by varying websites. Assume a
startup company, eBooks.com, is concerned about limiting its
155. Slane, supra note 21, at 133.
156. Stomp, Inc. v. NeatO, LLC, 61 F. Supp. 2d 1074, 1080 (C.D. Cal. 1999).
157. Muir & Van Oorschot, supra note 105, at 20 (describing a 2002 report by the
Information Technology Association of America condemning the use of geolocation to assign
European Union taxes).
158. Id. at 21. Although the court never reached the issue of "whether current technology
would enable plaintiffs to control the locations to which their Internet publications are
transmitted."
159. Quova, Monthly Per Thousand Pricing,https://buy.quova.com/ (last visited Sept. 15,
2011).
160. Id.
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jurisdictional exposure and uses Quova's geolocation service. If
eBooks.com receives 10,000 queries per month, the cost of Quova's
geolocation service would be $80.00; if it receives 200,000 queries per
month, the cost would be $1,200.00 per month. Notably, neither of
these examples result in a cost that seems unreasonable or prohibitive.
However, these numbers could become staggering when applied to
websites with significant traffic. What, for example, would it cost the
bookstore Barnes and Noble, whose website is ranked the 156th most
visited in the United States,' 6' to utilize Quova's geolocation service?
To determine how many queries per month barnesandnoble.com
receives, I consulted Quantcast. Quantcast provides rough estimates
identifying the number and frequency of individual visits (referred to
here as "queries") to a website and demographic information about
those people.162 According to Quantcast, barnesandnoble.com receives
24.4 million queries per month. 3 Based on that estimate, it would cost
Barnes and Noble $146,400 per month to employ Quova's geolocation
service. This cost is still not exorbitant, especially considering that a
company as large as Barnes and Noble probably has the resources to
pay such a sum or to manage risk internally.
Another consideration is whether a not-for-profit organization, with
fewer resources to devote to risk management for Internet based
conduct, can realistically utilize geolocation services. For example, the
not-for-profit organization, The Nature Conservancy, is one of the ten
largest charitable organizations in the United States with over $800
million in total expenses.' 64 The Nature Conservancy operates a website
that receives one hundred thousand queries per month. 65 Based on that
estimate, it would cost The Nature Conservancy $80.00 per month to
employ Quova's geolocation service. This example is contrasted to that
of the American Red Cross. The Red Cross is the largest not-for-profit
organization in the United States, with over 3.4 billion in total
expenses.1 66 The Red Cross operates a website that receives 1.3 million
queries per month.16 7 Based on that estimate, it would cost The Red
Cross $7,800 per month to employ Quova's geolocation service.
161. QUANTCAST, barnesandnoble.com, http://www.quantcast.com/barnesandnoble.com
(last visited Sept. 15, 2011).
162. QUANTCAST, Measurement, http://www.quantcast.com/measurement (last visited Sept.
15, 2011).
163. QUANTCAST, supra note 161.
164. CHARITY NAVIGATOR, 10 Super-Sized Charities, http://www.charitynavigator.org/

index.cfin?bay-topten.detail&listid=24 (last visited Sept. 15, 2011).
165. Quantcast, nature.org, http://www.quantcast.com/nature.org (last visited Sept. 15,
2011).
166. CHARITY NAVIGATOR, supranote 164.

167. QUANTCAST, redcross.org, http://www.quantcast.com/redcross.org (last visited Sept.
15, 2011).
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For a not-for-profit organization as large as The Nature Conservancy
to pay less than $100 per month for geolocation service is extremely
reasonable. In contrast, it is not clear whether The Red Cross could
afford the same service for nearly $8,000 per month. It is worth
considering, however, that it may not even become necessary for an
organization or business to invest in geolocation services until it has
become established and is subject to greater exposure. At that point, an
organization or business should have more traffic and, as a result, more
capital to invest in expenses such as geolocation. However, visitation to
a not-for-profit organization's website may not be as easily correlated to
the size of the organization as it is with a commercial website that
presumably makes a profit from people who visit its website.
Furthermore, increasing demand for geolocation services, currently
offered by only a few companies, may encourage more companies to
offer the service and drive down prices. It also is not so clear that
business needs are so antithetical to the service geolocation provides
because the technology serves multiple functions. In addition to limiting
the geographic susceptibility to suit, geolocation allows businesses to
target their products and services, comply with local regulations and
combat fraud. 168 Directing Internet activity via geolocation can increase
revenue and security in addition to providing the assurance that merely
doing business over the Internet will not lead to limitless liability.
2. Accuracy
It is possible that opponents of geolocation could attack its accuracy.
While potential limitations on performance may have serious
repercussions in the area of security,169 geolocation remains a viable
technology for jurisdictional purposes. Traditional jurisdiction analysis
does not demand that activity be perfectly targeted, but looks instead at
conduct relating to a forum and whether behavior was structured so as
to avoid suit in a forum.170 Likewise, perfection is not required for
jurisdictional avoidance and targeting on the Internet as a "regulation
need not be absolutely effective to be sufficiently effective."' 7 1 Instead,
"[e]ffective jurisdictional avoidance provides the means to exclude the
majority of visitors who cannot be verified as residing in the desired
jurisdiction." 72 Accordingly, the accuracy provided by current
geolocation technologies should be sufficient to allow interested parties
168. QUOVA, Do you Know Geolocation Offers a World of Possibilitiesfor Enhancing
Your Web Experience?, http://www.quova.com/why/ (last visited Sept. 15, 2011).
169. Muir & Van Oorschot, supranote 105, at 4:2.
170. World-Wide Volkswagen Corp. v. Woodson, 444 U.S. 286, 297 (1980).
171. Lawrence Lessig, The Zones of Cyberspace, 48 STAN. L. REv. 1403, 1405 (1996).
172. Geist, supra note 26, at 1395.
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to limit the reach of their Internet activities between states and countries
and as a result, their liability in those forums.
In the face of Supreme Court precedent, non-substantial inaccuracies
are also unlikely to undermine the value of geolocation in Internet
jurisdiction analysis. In the past, the Supreme Court has been called on
to consider the viability of technology in other facets of Internet
jurisprudence. In United States v. American Library Association, the
Supreme Court found it permissible for Congress to require public
libraries to use filtering technology on computers with Internet
access. 173 Despite imperfections of the filtering technology, which have
the potential to "overblock" Internet content, the Court found that
requiring its use was not unconstitutional.174 Similarly, while
geolocation technology has limitations, it also has significant value in
providing geographic borders to Internet conduct.
Furthermore, if a geographical inaccuracy is a result of the deliberate
conduct of an Internet user, this could assist rather than frustrate
jurisdiction analysis. Methods of individual evasion, discussed above,
and popularized under the term "cybertravel" allow Internet users to
conceal or alter their actual physical location while on-line. 175 As
Marketa Trimble discusses, the act of "cybertravel can generate specific
jurisdiction over the user that emanates from the acts of cybertravel

itself."176
3. Privacy
Finally, there has been increasing criticism that mandatory public
databases of registrant contact information, accessible by Whois, are a
violation of privacy. Public access to registrant information could lead
to abuse of information and diminish anonymity of speech on the
Internet. Because those public databases and Whois lookups are the
basis of geolocation technology, if successful, privacy activists could
undermine the long term viability of geolocation technology.
Although the idea of privacy on the Internet may be absurd to some,
the argument finds distinct support in Europe. For example, in 2010 a
controversy erupted in Germany over the launch of Google's Street
View service, which publishes navigable 360-degree city maps on the
Internet.' 77 The German newspaper, Der Spiegel, reported that
173. United States v. Am. Library Ass'n, 539 U.S. 194, 214 (2003).
174. Id. at 212.
175. Marketa Trimble, The Future of Cybertravel: Legal Implications of the Evasion of
Geolocation, 22 FORDHAM INTELL. PROP. MEDIA & ENT. L.J. 1 (2012).
176. Id. at 43.
177. Matthias Kremp, Google Prepares Street View Launch In Germany, SPIEGEL
ONLINE (Aug. 10, 2010), http://www.spiegel.de/intemational/germany/0,1518,711090,00.html
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"[t]housands of people didn't want pictures of their homes popping up
on the Internet without their control."1 78 In response, Google ultimatey
allowed residents to register to have their homes blurred out.1
Accordingly, many people believe that there is a right to privacy on the
Internet, and for the sake of argument, this Article assumes the same.
Of the geolocation methods examined in the earlier Survey of
Available Technologies, both the use of intentionally registered
information and the use of network routing or timing information could
threaten privacy. The use of network routing or timing information
could pose a technical invasion of privacy. The repeated pinging of a
computer in order to determine its location is potentially invasive and
could be viewed as an attack. 80 This argument is incredibly attenuated
and ignores the fact that signals between different computers are what
makes connecting to the Internet possible in the first place. Also, this
argument ignores the fact that accessing a computer's information is the
basis for established Internet applications that facilitate targeted actions
like advertising and language selection.
The more significant discussion surrounds the use of intentionally
registered information accessible by Whois. As previously discussed,
Whois allows any Internet user to lookup the personal information of
the individual who has registered a particular IP address or domain
name. Initially, Whois may have simply been a convenience for the
But,
small community responsible for creating the early Internet.'
when the Internet became public and opened to commerce, maintaining
access to registrant contact information became critical for monitoring
intellectual property, copyright and trademark interests, and for law
enforcement agencies.' 82
Critics of Whois point to the fact that it allows indiscriminate access
to personal information, posing a very real potential for abuse. The
abuse of registrant information includes misuse by "spammers, stalkers,
and identity thieves."' 8 3 Although the Register Accreditation Agreement
provides for "data protection principles" with indiscriminate access,
these provisions become essentially meaningless.184 For example, in
2003, a Whois port designed to answer individual queries strained
registrar infrastructure due to misuse by automated request programs

(last visited Sept. 7, 2011).
178. Id.
179. Id.
180. Muir & Van Oorschot, supranote 105, at 10.
181. Mueller & Chango, supra note 113, at 308.
182. Id. at 309, 318.
183. Id. at 304.
184. Id. at 312.
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aimed at systemically collecting registrant contact information.'8 In
response to the threat to privacy, ICANN has elected to undergo studies
of Whois Misuse and Privacy and Proxy Abuse, and results are
expected in late 2012.18 These studies aim to determine the extent of
public contact information abuse and the extent to which "domain
names used to conduct illegal or harmful Internet activities are
registered via Privacy or Proxy services to obscure the perpetrator's
identity."' 87
While the ICANN studies have produced few results so far, some
institutions have acted on privacy concerns. In an extreme position,
some registrars refuse to make registrant information public despite
ICANN requirements.' 8 8 Rather than complete refusal to release
registrant information, a commission for the European Union
recommended distinguishing between organizations and legal entities
and individual enterprises on the Internet. 9 The commission argued for
"a principle of proportionality . . . in order to maintain Whois services
without mandatory publication of the personal data of nonconsenting
natural individuals."' 90 At the other end of the spectrum, proponents of
Whois have argued that individuals who conduct activity on the Internet
have a diminished right to privacy. Emphasizing that "domain name
ownership is not a right," they argue that "a person making a decision to
on the Internet . . . should have a lowered expectation
have a presence
91

of privacy."'
It is unlikely that concerns about an unconfirmed privacy right will
significantly undermine the viability of geolocation. First, because any
right to privacy need only be reasonable, it is probably reasonable to
require Internet users to provide minimal contact information. Second,
the Whois lookup protocol provides a meaningful structure to Internet
activity. Finally, public registrant information provides essential
assistance to law enforcement. Geolocation makes it possible to connect
specific conduct on the Internet to a natural person in the physical
world. This accountability is especially important in the event that the
Internet is used for criminal purposes. Thus, allowing public access to
registrant information is a logical response in the sense that "[riegistries
cannot create new problems and then not provide a means to address

185.

Id. at 318.

186. ICANN, Whois Privacy and Proxy Abuse Study Staff Analysis 5 (Oct. 2010),
http://gnso.icann.org/issues/whois/studies (last visited Oct. 12, 2011).
187. Id.
188. Muir & Van Oorschot, supra note 105, at 6.
189. Mueller & Chango, supra note 113, at 319.
190. Id.
191. Id. at 315.
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them."' 92
In addition to law enforcement, geolocation is an essential asset for
intellectual property, copyright and trademark interest holders as a
means of identification and surveillance.' 9 3 Accountability on the
Internet also creates security and confidence for innovators, which can
lead to increased innovation and commerce. Finally, the ability to
structure activities on the Internet is an incredible asset to businesses.
As evidenced by Yahoo!, where California-based Yahoo! was sued in
France for the content of its auction website, the possibility of getting
sued anywhere is real.194 The ability to use geolocation to limit the
scope of Internet activities and potentially avoid suit in a distant and
inconvenient forum is a potential asset for any Internet user.
In spite of increasing criticism over the last decade, there has been
no practical change in the Whois regime.' 9 5 This is due in part to
Congress's consistent hostility toward any attempts to restrict Whois or
to change the Internet Domain Name System framework. In hearings,
representatives in the congressional Subcommittee on Courts, the
Internet, and Intellectual Property expressed support for a strong Whois
system, likening it to "the registration system for businesses in the
physical world."' 9 6 Echoing these values, the U.S. Commerce
Department, in renewing ICANN's contractual agreement, "inserted a
provision requiring the corporation to 'enforce existing Whois policy'
and maintain 'timely, unrestricted
and public access to accurate and
97
information."'l
Whois
complete
IV. CONCLUSION

The presumption of a borderless Internet is an antiquated concept
that ignores the current state of geolocation technology and hinders
Internet jurisdiction analysis. Geolocation provides a meaningful way to
analyze jurisdiction by assigning geographic borders to a defendant's
Internet conduct. Integrating the use of geolocation into Internet
jurisdiction analysis requires only looking at whether a defendant has
structured his Internet activity in response to these borders. Recognizing
that Internet actors have a meaningful mechanism for limiting the scope
of their conduct would significantly improve the Internet jurisdiction
doctrine. A geolocation-based analysis provides Internet users a
192.
193.
194.
195.
196.
197.

Id.
Id. at 317.
Yahoo!, supra note 88.
Mueller & Chango, supra note 113, at 320.
Id. at 315.
Id. at 319.
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meaningful way to structure their conduct and mitigate risk, in turn,
better protecting the due process rights of defendants. Also, by quelling
fears of the risk of unlimited liability, geolocation leaves intact the
Internet as a forum for innovation. Accordingly, modem jurisdiction
analysis should recognize the geographic borders of Internet conduct
and look to whether an Internet user sought to avoid or target a forum.
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